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Troubleshooting Errors When Using DSC

When you try to register a Digital Signature Certificate (DSC) or upload a form with signature on it, you
may face errors such as,

e “Your Certifying Authority (CA) is not trusted. Please use a trusted CA”.
e “User Id against this Digital Certificate already exists.”
o “Your certificate has been revoked.”

Let us look at the steps to fix the mentioned errors.

Steps to Troubleshoot Error -“Your CA is not trusted. Please use a trusted
C “"

There are three steps that you need to follow to troubleshoot the error.

Steps 1
To use a trusted Certifying Authority (CA), follow the steps mentioned below.

Open the Internet Explorer.

In the Internet Explorer, select the Tools > Internet Options command.
The Options dialogue box is displayed. Click the Content tab.

Under the Certificates section, click the Certificates button.
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The Certificates dialogue box is displayed. The dialogue box displays a list of certificates that are
installed on the computer. Select the correct certificate and click the View button to open the
certificate.
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6. Under the Certificate Information section, check the Issued by and Valid from and to details. The
DSC must be issued by a trusted CA and the dates must be as per DSC validation.

p
Certificate @

General lDetaiIs l Certification Path]

(-] Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer

* Proves your identity to a remote computer

* Protects e-mail messages

* Ensures software came from software publisher

* Protects software from alteration after publication
* Allows data to be signed with the current time

*Refer to the certification authority's statement for details.

RS

1

Issued to: GANDHI AKHIL

Issued by: TCS sub-CA for TCS 2011

valid from 2/ 25/ 2013 to 2/ 25/ 2015

? You have a private key that corresponds to this certificate.

Issuer Statement

Learn more about certificates

[ ox ]

Note: Following trusted CAs can issue a DSC that is recognized by MCA.

e Tata Consultancy Services (TCS)

e National Informatics Center (NIC)

e IDRBT Certifying Authority

e SafeScrypt CA Services, Sify Communications Ltd.
e (n) Code Solutions CA

e MTNL Trust Line

e *Customs & Central Excise

e E-MUDHRA

*Does not issue DSCs to person other than those from the Department

7. If the current DSC is not issued by a trusted CA, then get a new DSC from CA.

Troubleshooting Errors When Using DSC Page 2



Service Transformation

Step 2

If the certificate was issued by a trusted CA and still you receive an error for not using a trusted CA,
follow the steps:

1. Click the Certification Path tab in the Certificates dialogue box.
2. Check the details in the Certificate path and Certificate status section.

-

| Certificate
m Certification Path

Certification path

[3] CCA India 2011
“[5] TCSCA 2011  Key Usage: Certificate Signing, CRL Signing
S] TCS sub-CA for TCS 2011 Key Usage: Certificate Signiny
g GANDHI AKHIL

View Certificate

Certificate status:
IThis certificate is OK.

Learn more about certification paths
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3. In case the trust chain is missing under the Certification Path section, check with CA for the trust
chain. If there is a trust chain, follow steps given below:

Note: The subject key identifier of parent and the Authority Key Identifier of immediate child should

be same in the certificate.

a. Inthe Certification path section, select the parent (CCA India 2011) and click on the View

Certificate button.

b. Click the Details tab and click on Subject Key identifier as shown below.

-
Certificate

General Certification Path

(=]

|| Certificate

Il | General I Details ICertiﬁcation Path

Certification path
| [5;] CCA India 2011
£ Key Usage: Certificate Signing, CRL Signing
“-{Z3] TCS sub-CA for TCS 2011 Key Usage: Certificate Signiny
“-[Z5] GANDHI AKHIL

< n | »

View Certificate

Certificate status:

’This certificate is OK.

Learn more about certification paths

Show: [ <All> v
Field Value i
Dlssuer CCA India 2011, India PKI, IN

[=]valid from Friday, March 11, 2011 12:18:... [
DVaIid to Friday, March 11, 2016 12:18:... |-
[=] subject CCA India 2011, India PKI, IN |

Public ke: RSA (2048 Bits B

@Subject Key Identifier

(31| Key Usage
[ |Rasic Canctrainte

l4do7a863f2db icdf |

4d 07 a8 63 f2db 1cdf
Certificate Signing, Offine CR...
Suthiart Tuna=CA Dath | annt

Edit Properties... Copy to File...

Learn more about certificate details

o ]
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c. Select the immediate Child (TCS CA 2011) and click the View Certificate button.
d. Click the Details tab and select the Subject Key identifier.

r —
Certificate [= |;Certiﬁcate @
Certification Path | General | Details | certification Path

Certification path 1| | Show: [<Al|> hd
[Zlccalndia 2011

[y

H I—ﬂJ TCSCA 2011 Key Usage: Certificate Signing, CRL Signing

Field Value G
1_ﬁ,] TCSsub-CATor 1CS 2ULL Key Usage: Ceroncate Slgnln-
£..{55] GANDHI AKHIL [=]subject TCS CA 2011, Sth Floor, Nirma...
[=]Public key RSA (2048 Bits)
(55| subject Key Identifier 46 ae 347130 60 d4 cb F

N3 4 tificate Po

fica glicie ;Policy Ide
51 Authority Key Identifier Key! 07 a8 63 f2db 1c df

(@1 AUthority Informaton ACCess RUThority INTo ACCEss: ACC...
(55| CRL Distribution Points [1]CRL Distribution Point: Distr...
[ |Racic Canstraints Quihiert Tuna=C4 Dath | enat
« i \ o [| | |lkeyio=4d 07 28 63 f2 db 1c df |
View Certificate I
Certificate status: H
is certificate is OK. H
i [ Edit Properties... ] [ Copy to File... ]
Learn more about certification paths 1 Learn more about certificate details

Repeat step 3 for all nodes in .CER. If the values do not match, Get in touch with your CA as the DSC that
you are using is having some problem with trust chain.

Step 3

If the parent and child CAs match and still you face the same error of not using a trusted CA, check,
whether the sub CA or parent CA has changed its root certificate or not. If the Root certificate has
changed for the CA then that root certificate has to be installed in MCA server.

Note: If after following all three steps you still face a problem, raise a complaint at
http://www.mca.gov.in/MCA21/ and click on the User Complaints & Grievances link. When raising a
ticket, provide the .Cer file and the screen shot of the error message that you are facing.
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Steps to Troubleshoot Error -“DSC Already Registered “

When you are trying to register your DCS with the MCA21 application and you face error message,

“DSC Already Registered “, then follow the steps :

1. Open the Internet Explorer.
2. Inthe Internet Explorer, select the Tools > Internet Options command.
3. The Options dialogue box is displayed. Click the Content tab.
4. Under the Certificates section, click the Certificates button.
5. The Certificate dialogue box is displayed. Click the Details tab and check the Serial number and
Issuer details.
Certificate @ Certificate
|Genefa|] Details lCerﬁﬁcation Path [General‘ Details |Cerﬁﬁcaﬁon Path
Show: [<Al|> v] Show: [<AII> ']
Field Value T Field Value ol
i DVersion V3 -
Serial number 22 21 6e 74 0c 1d Se 4f 98 00 (=] serial number 22216e740c 1d5e 4F9800 |
TNEZSORSR (=] signature algorithm sha256RSA
DSignature hash algorithm sha256 gnature hash algorithm sha256
Issuer TCS sub-CA for TCS 2011, Su...
DVaIid from Monday, February 25, 2013 5... :=|Valid from Monday, February 25, 2013 5...
DVaIid to Wednesday, February 25, 20... DVaIid to Wednesday, February 25, 20...
’_]Quhinrf GANNHT AKHTI 77244%A1afRf il mQIIHiBrf GRANNHT AKHTI 772443 A1=fRF 2
1 ) |
[[ 22721 ¢e 74 0c 1d 5e 4f 958 00 | CN = TCS sub-CA for TCS 2011
OU = 5ub-CA
O = Tata Consultancy Services Ltd.
C=IN

Edit Properties... ] [ Copy to File... ]

Learn more about certificate details

Edit Properties... ] [ Copy to File... ]

Learn more about certificate details

6. Open the http://www.mca.gov.in/MCA21/ Web site and click the User Complaints & Grievances
link. Raise a ticket and file a complaint providing the serial number, issuer of the certificate

along with the screen shot of the error message.
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Steps to Troubleshoot Error - “DSC Revoke*

When using a DSC, if you face error message, “DSC Revoked “, then follow the steps to remove the error

message:

vk wN e

Open the Internet Explorer.

In the Internet Explorer, select the Tools > Internet Options command.
The Options dialogue box is displayed. Click the Content tab.

Under the Certificates section, click the Certificates button.

Under the Certificate Information section, check the Issued by and Valid from and to details. The
DSC must be issued by a trusted CA and the dates must be as per DSC validation as shown in the

screenshot below.

Infosys

Certificate

General | Details | Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer

* Proves your identity to a remote computer

* Protects e-mail messages

* Ensures software came from software publisher

* Protects software from alteration after publication
* Allows data to be signed with the current time

*Refer to the certification authority's statement for details.

lom | »

1

Issued to: GANDHI AKHIL

Issued by: TCS sub-CA for TCS 2011

Valid from 2/ 25/ 2013 to 2/ 25/ 2015

? You have a private key that corresponds to this certificate.

Issuer Statement

Learn more about certificates

=
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6. Click the Details tab and check the details such as, Serial number and Issuer.

Certificate 23]

| General | Details | certification Path

Show: [<AII> v]
Field Value a
[E] serial number 22 21 6e 74 0c 1d 5e 4f 98 00 I ‘
ST ST TETSORSR
DSignature hash algorithm sha256
Issuer TCS sub-CA for TCS 2011, Su...
[:|Va|id from Monday, February 25, 2013 5...
DVaIid to Wednesday, February 25, 20...
mﬁ thiart GANNHT AKHTI 72443%A1=fRf ol

|22216874UC1d584f9300 I

Edit Properties... | [ Copy toFile... |

Learn more about certificate details
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7. Inthe Details tab, select CRL (Certificate Revocation List) Distribution points.

fCertficate

General | Details | Certification Path

Show: [ <All> v
Field Value i
Subject Alternative Name RFC822 Name =Akhil_Gandhi@...

Certiﬁcate Policies

[1]Certificate Policy:Policy Ide...

Distribution Points [1]CRL Distribution Point: Distr...

Thumbprint algorithm shal E
Thumbprint 8484 3cab a4 5a 3e 2423 dd...
[1]CRL Distribution Point
Distribution Point Name:
Eulllame:

URL =http:/fwww.tcs-ca.tcs.com/ferl _
1703FB55AESDEBES2EA 1. crl

[EditProperﬁes... ] [ Copy to File... ]

Learn more about certificate details

[ ]

8. Copy the URL of CRL and paste it in Internet Explorer to open the file.
9. The File Download dialogue box appears. Click the Open button.

File Download (25|

Do you want to open or save this file?

F Name: crl_1703FB55AEQDEBES2EAL. crl

X

t Type: Certificate Revocation List, 148KB
From: www.tcs-ca.tes.com

[ oen || Sae | Cancd ]

Aways ask before opening this type of file

ham your computer. if you do not trust the source, do not open or

|9\ While files from the Intemet can be useful, some files can potentially
save this file. What's the risk?
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10. The Internet Explorer Security dialogue box is displayed. Click the Allow button.

Internet Explorer Security ]

A website wants to open web content using this
program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer, If you do not trust this
website, do not open this program.

Name: Crypto Shell Extensions
Publisher:  Microsoft Windows

[ 7100 not show me the warning for this program again

(v) Detals Don't allow

11. In the Web page displayed, check whether the certificate Serial Number is present or not.
12. Go to the Revocation List tab and check whether the serial number present in the certificate exists.

Certificate Revocation List |

General | Revocation List

Revoked certificates:

Serial number Revocation date =

100123b2ec 33 67a3 f0 le Friday, August 31, 201... =

[ 1001 3ae2d8 1dae d2b3 25 Monday, September 03,...

UuU SDEDSO SDD TS alldifday = , ——
1001e9 57 c8 3d 62 3a 5a ff Friday, November 16, 2... _
Revocation entry

Field Value

Serial number 1001 3ae2d8 1d ae d2b3 25

|Revocat'on date Monday, September 03, 2012 4: 43:...|
Value:

Learn more about certificate revocation list
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13. If the serial number exists in the revocation list then, the certificate that you are using has been
revoked by CA. Contact CA to maintain the serial number for your use. If the serial number is not
listed in the revocation list, log a ticket.

14. To log a ticket, open the http://www.mca.gov.in/MCA21/ and click User Complaints & Grievances.
When raising a ticket, provide the .Cer file and the screen shot of the error message that you are

facing.
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